sateguarding Family Blog

Internet safety

‘The children are at the centre of everything we do’

A safe culture within our school
At Glastonbury Thorn School, we strive to keep our children and families safe and

happy. In this blog, we cover some of the issues surrounding internet safety.

When teachlng your child about internet safety, we tell them that they must be
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We all know how easy it is to keep your ch|Id entertamed on a tablet or computer, but the
risks are out there!
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All of the above apps can pose a safeguarding threat to our children. Please read our posters
carefully and ask yourself: Do I know what my child is doing online? All children should know
what to do to keep safe online but there is a national trend of children not disclosing concerns
due to the risk of being banned from using their favourite app. We should help our children to
stay safe online — not necessarily restrict use (unless there is an age restriction). We are all
responsible for keeping children safe online.

[ SAFEGUARDING IS EVERYBODY’S BUSINESS }




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

TikTok is a video-sharing social media app available on iOS and Android which lets users
create, share, and view user created videos much in a similar manner to Facebook, Instagram

and Snapchat. It’s main draw, however, is that users can record and upload bite-sized
looping videos of themselves lip-syncing and dancing to popular music or soundbites, often
for comedic effect, which can then be further enhanced with filters, emojis and stickers.
TikTok has been designed with the young user in mind and has a very addictive appeal. At
the beginning of 2019 it skyrocketed in popularity to become the iOS store’s most

12+

Ifunder 18, supervision
of aparent or legal
guardian required.

downloaded app with over 33 million downloads. Estimates suggest that it now has anything
between 500 million and over 1billion monthly active users worldwide.

What parents need to know about

rated as ‘Parental guidance recommended. When signing up for the

app, it’s possible to lie about your age without any form of verification. )

As children scroll through their feed, most of the videos they're likely
to come across are lighthearted or funny takes on dance routines

Given
of material uploaded to TikTok every day, it’s impossible to moderate
ing and it can be quite common to come across explicit content
on the‘for you'feed when logging into the platform.

ONLINE PREDATORS

As a social network, TikTok makes it easy to connect
with other users. This includes the ability to comment
on and react to other user’s videos, follow their profile
and download their content. Be aware that by default,
any user can comment on your child’s video if their
account is set to public. Most interactions are harmless
enough but as an app, TikTok is prone to predators
because of the abundance of younger users.
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Assuming your child is above the age limit to
use the app, make sure you also take the time
to talk to them about what they are seeing on
the app. Have a dialogue, get them to give you
their opinion on what is appropriate and
model the correct behaviour for them. Go over
why they shouldn’t give out private
information or identifiable photos and be
positive and understanding of them. In the
long run, getting them to think critically about
what they’re seeing goes a long way to
keeping them social media savvy.

and| gtheappy Ifis a
great way to get to grips wlth TikTok. You could then
even use the app with your child and watch some
videos with them. If you are the parent of a teen, even
if it does not make you popular, keep a close eye on
what they're viewing and sharing. That said, it's a
brilliant chance to turn it into a bonding opportunity
with your child also. You could even unleash your
inner performer and make videos with them while
(more importantly) keeping them safe online.

Mee{ our exper,

Pete Badh is a writer with over 10+ years in research
and analysis. Working within a specialist area for
West Yorkshire Police, Pete has contributed work
which has been pivotal in successfully winning high
profile cases in court as well as writing as a subject
matter expert for industry handbooks.
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TikTok revolves around creating
music videos through lip- syndng
and dancing. Inevitably, some of
the music featured by users will
contain explicit or suggestive
lyrics. Given the undeniably

young user base, thereisa rlsk
that children may look to imitate
the explicitlanguage they hear or
the suggestive actions they see

when viewing others user’s
videos on the app. ‘
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ADDICTIVE NATURE

Social media is designed to be addictive and
TikTok is no rent. It can be fun and hugely

entertaining. However, it is also because of this
ard to put down. In aﬁon to

thatitcan be

the short, p y nature of the looping video
format, the app’s ability to keep you guessing
what will come on screen next makes it easy to

turn a five-minute visit into 45-minute visit.

Safely

Undoubtedly, the easiest way to safeguard your

child onTikTok is to make sure their accountis set S

to private. This means only those users your child
approves can view, like, and follow their content.
Setting the account to private may clash with your
child’s goal of social media superstardom, but it
will keep their account secure from strangers. This
setting can be enabled under the privacy and
safety menu by pressing the ellipsis in the’‘me’tab
of the app. To be extra safe, there are additional
controls available to toggle such as who can send
comments and messages, among other options.

With the proper privacy settings in place,ﬂkTok can bea
safe space for your child to exp

b

Jjustin case hing does toslip
make sure your child knows how to recognise and report
content that Isn’t appropriate and get them to come to
you about what they have seen. TikTok allows users to
report offenders and comments within the app. You can
also block individual users by going on their profile.

Twitter - @natonlinesafety

TIKTOK FAME

TikTok is very image focused and there is a notable preoccupation with
appearing cool and attractive. Many teenagers now attempt to go viral
and become what’s known in-app as’11l(T
famous. TikTok (and its predecessor musical.ly)
has spawned its own celebrities - social media
stars Loren Gray and Jacob Sartorious have been
catapulted to fame through their initial
e':‘:osuveon the app. Obviously, most budding
uencers looking to become the next big
thing will be disappointed, but this may have
the knock-on effect of making go to more
and more drastic lengths to get noticed.

IN-APP PURCHASES
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Aside from the content, there’s also the option to
purchase in-app extras called ‘TikTok coins’. Prices range
from £0.99 for 100 coins to an eye-watering £93.99 for
10,000 coins. TikTok coins are used to purchase different
emojis to reward content creators that a user finds funny
or entertaining. In the iOS version of the app you can
disable the option to buy TikTok coins but this sadly
doesn’t seem to be a feature in the Android version.
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In the digital wellbeing section there’s
the ability to turn on restricted mode
using a PIN. Restricted mode filters
out content that is not age
appropriate although it should be
noted that this isn’t always 100% fool
proof. When enabling restricted
mode, parents should still be v|gllant
to what their child is watching and
take note that the algorithm

moderating content is not infallible. ]

As entertaining as TikTok is, you can help your child
moderate their time on the app by making use of
the digital wellbeing section. Under the screen time
management option, you can limit the daily
allotted time allowed on the app in increments
ranging from 40 to 120 minutes. You can also lock
this preference behind a PIN number which has to
be inputted in order to then exceed the daily time
limit. This way your child can get their daily dose of
memes without wasting away the day.

Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 08.01.2020
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SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red) is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with th p in the
background, gives exclusive access to original content and a
separate music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’

& VIRAL VIDEOS
On YouTube, ‘challenge videos” are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
a river and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones.
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TURN ON‘RESTRICTED’ MODE
“Restricted Mode’ is an optional setting you can use to help
screen out potentially mature content you may prefer your

child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Desktop:

» Go to the bottom of any
YouTube page and switch
‘Restricted Mode’ to ‘'ON.

+ To make it more difficuit
for this to be turned off,
you will be given the
option to lock restricted
mode onto your browser.

Mobile:

= Tap the three vertical
dots at the top-right on
the screen and press,
‘Settings.

+ Click on ‘Restricted
mode filtering.

» Press ‘Restrict,

Please note that you can‘t lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to tumn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT
By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history on a
computer, on the right hand menu under the library
section, click ‘History” On mobiles, the viewing history can
be found by clicking on the ‘Library’ tab.
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YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice
and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by
individuals, but organisations and media companies also offer
some of their content via this platform.

SHARING VIDEOS
As well as watching videos, many children are keen to share their
own videos online, emulating their YouTube heroes, such as
Stampy or DanTDM. H , if they post thing on YouTube,
they may later regret it or feel embarrassed about what they have
shared. There is also a risk that they will receive hurtful or
negative comments regarding not only their content, but also
their app YouTube's 1t section is inf; for

need to know about | @".9‘
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AGE-INAPPROPRIATE VIDEOS
As YouTube is the biggest video sharing website in the
world, there is content available for all ages, meaning that
some content will not be appropriate for your child. If you
think that content is unsuitable, there is a flagging feature
to submit it for review by YouTube staff, but you will need to
be aware that just because video is not appropriate for a

being one of the most opinionated on the Internet.

IN-APP MESSAGING
When your child is logged into their Google account and browsing
the YouTube website, they can share and talk about videos with
their friends using the chat bubble. This can be found at the top
right of the desktop site or through in-app messaging on their
mobile or tablet. When they tap on the ‘Friends’ icon, they have a
list of suggested people from their contacts - which can be any
contact they've had on Google or somebody who has sent them
an invite link.

Top prg

BLOCKING ACCOUNTS a

When using YouTube, there may be instances where your child
receives negative comments, If somebody’s giving your child a
difficult time, here’s how to block them and prevent future
comments and replies:

+ Go to their channel/account by clicking on their name.

+ Click on ‘About.”

« Tap the dropdown box with an image of a flag on it. ’
+ Press ‘Block user!

« Tap ‘Submit”

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way to (rul{ know what your child may have been
watching is to regularfy monitor them. You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it is important that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
the future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
learning modules on creating a YouTube channel, however,
you should encourage them not to use their real name.

*NEW FEATURES*

DIGITAL WELLBEING
YouTube has launched a tool called ‘Time Watched' that allows
you to see how long has been spent on the platform. Once you
have discovered how much time has been spent on the app,
there is the option to set a time limit. Once the limit is reached,
a reminder will pop up on the screen. You can also disable
sounds and vibrations to help resist the urge to check for
notifications.
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YouTube has mech inplace to ically
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OPT FOR A FAMILY PREMIUM PLAN
A YouTube family Premium plan may be a cost-effective
option if you have more than one child, For £17.99 a month,
it allows you to share a YouTube paid membership with up to
five other family members - aged 13 and older - living in the
same household. As the account holder, or family manager,
you must create a Google family account.

MANAGING IN-APP MESSAGES
If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x’

POPULAR YOUTUBE GAMERS

There are hundreds of YouTube which show other
people playing and commaenting on games. These are called
‘Let’s Play’ videos. While YouTube can be a great resource for

hints, tips and news for games, it is a good idea for parents

to keep a close eye on what YouTuber’s are posting. Often,
the games they are playing will contain strong language and
violence. A few lar YouTube gamers for you

to have a look at are:

» PopularMMOs
« Captainsparklez
« Jacksepticeye

« LtCorbis

+ DanTOM

« Stampy
« Yogscast Lewis & Simon
« PewDiePie

« EthanGamer

« Markiplier
1pssivvonyoutube.comvwatchival 2xuy 7he-he
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ROBLOX STUDIO

The Roblox Studio allows users to create
lnd'\l:;l&s;hrmsm

platform. are
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their own
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Roblox are aimed at 8

( CHATTING & FRIEND REQUESTS )
Whilst the

ROBUX ONLINE PAYMENTS \
When a user creates a game, they earn
called ; which works as a
n the and enables the

and memberships. if
Bolgoo:‘rl'yuid
o players and in-game
adverts, children the ability to eam a lot
of Robux. Once a user has earned a certain
amount of R they can convert this to
real cash and it to a PayPal account.
To withdraw money, users need to be over
13, hneahyhlm.mlhmpddhr
the Roblox premium subscription.

UNLIST SOCAL MEDIA ACCOUNTS

Make sure your child's sodial media accounts
are not listed in the settings/account
Information. If they are, advise them to set
them to private or remove them from thelr
account. This will ensure that nobody will be
able to find and contact them on their soclal
media platforms outside of Roblox.

CHECK SHARED INFORMATION
In the account settings, check that your child
Is not giving away any personal Information

In their blo/profile. For axample, their full

name, phone number or snapchat name. If

you see that they have, explain why this (s

potentially dangerous and remove
immediately.

2-STEP VERIFICATION
Roblox has a great two-step vertfication
security feature which we recommend you
enable to add an extra layer of security to
your child's account.
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RESTRICT PAYMENT METHODS
Roblox Is a free to play game, but there are still
options to make additional in-game purchases.
if you do not want your child to make payments,

ensure your card Is not assoclated with their

paymemslnthegm but want to restrict
we ng a games console
gift Thesecanbem hased In spedfic
amounts, which will enable you to restrict how
much your child spends and removes the need
for a credit/debit card to be used with their
account.
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DISABLE IN-GAME CHAT
Roblox Is great for children to play together and
chat to each other, Howevey, If you want to
turn off in-game chat for your child
{meaning they cannot contact anyona, including
their friends) you can do so by following these
steps: When logged In, go to the Account Settings
page by clicking on the gear icon at the top
commer of the page, then dick Settings. Next, dick
on the Privacy tab and under ‘Who can chat with
me in game?’ select ‘No one’ and this will disable
In-game chat’

IS YOUR CHILD UNDER 137
Unfortunately, there are hundreds of YouTube

account. If you are happy for your child tomake -

}
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your child to set up some rules/an
are additional safety features for chiidren
under 13, for xample having their posts and
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There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so popular
amongst young people? Fortnite is an online multiplayer "battle royale” game developed by Epic Games,
and is playable on Playstation 4, Xbox One, Nintendo Switch, PC and mobiles. It gained popularity in late

2017 and has since become the biggest game in the world, thanks to its rapid and engaging gameplay.
As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigilant,

as the safety is not water tight.

& What parents need fo know about,

= FORTNITE

= BATTLE ROYALE

fIBATTLE ROYALE

0 demnﬂm:ufywm
~ follow a very similar setup. Taking Fortnite as an
Iumph.‘l pl:nrs&opinwamw.loot
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BUYING V-BUCKS

As mentioned, Fortnite does contain in-game
purchases and microtransactions in the form of
V-Bucks which can be bought with real money. if
youdod«-delola{’e r young one spend
money in the sure to delete your card
information afterwards as it can be very easy to
purchase more items at the press of a few
buttons. It's important to set a limit on any
surchases (as ioned they are absolutely not
necessary to play the game) and a suggemon
would be capping the spending at around £50 -
this is the normal retail price of a game

TALKTO OTHER
PARENTS / CARERS

if you're concerned about play time or
spending money in the game, talk to
other parents and carers of your child's
friends. If you approach as a collective, it
will be easier to know when their friends
are online and you don't have to worry
about who they're playing with. It can
also help curb expectations on spending
money on battle passes and skins if yo
stick together.

mee[ our e)q)ert O '
Mark Foster has worked in the g;minq industry for S years as a writer, editor

and presenter. He is the current gaming editor of two of the biggest gammg
news sites in the world, UNILAD Gaming deAMlNGblbh Shnhg gammg
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‘IS FORTNITE ADDICTIVE?

Fortnite is at the forefront of gaming addiction
dumﬁombmmnksopop«hrwnhyoungp‘ople

But wheth is

uphrd‘bﬂt.m(waldmm- Organkaﬁon) have
classified but
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~ solely of addiction can
* include irritability when not pl

ing, lying about the
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be down

'CROSSPLAY IS AVAILABLE

! Ovnofﬂwwond«fulthlngsabom Fortnite is that it
" canbe cross-platform. This means that no

created online (which is free) and then linked with
your platform account. Doing this removes the
(ogt—old boundary of not being able to play together
because you don't have the same console and opens
. upawhole e workd of laying oniine with riands.

GAMING WITH STRANGERS

Fortnite Battle Royale is an online game, and as such,
there is a chance that young children could come into
contact with strangers who are randomly placed into
their groups in a game. It's difficult to predict what

another nmight say ordoina meson‘sagood
friend tobeg .

idea for s playing togeth

FREETO PLAY...ORISIT?

m Fortnite is freeto (in that
nwm%nmmm)
caveat that

this is not

- f@"?omnswomm |

N2\ Fortnite has been rated by the ESRB
(Entertainment Sofmnkumgs Board) as
teen, asit g d the
mpomandxtsdeplﬁeﬁnthe
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LIMIT TIME, BUT BE FLEXIBLE

A game of Fortnite can last up to
20 minutes, so be flexible when
it's time to put it away. The
approach of ‘one more game’ as
opposed to ‘10 more minutes’

The only real countermeasure to mten:tmg with
strangers offered by Fortnite is to turn off all mic
communications, which can be done in the game's
settings. Using outside chat apps, like Skype or Discord
while playing, is 3 great way to make sure you know who
you're talking to and that nobody else is listening in.

CAN DEVELOP SOME
IMPORTANT SKILLS

It's often overlooked just how good
gaming can be for young people.
Fortnite encour: eam play, qmck
and complex pr:g:m solving and
ication; that's not to {
ll\c lightning fast reflexes gamers can
develop. While taking breaks to do
other activities is of course important,
there are benefits to screen time which
might not be immediately obvious.

will stop a rcompblnts thata
match is still ongoing. Better
still, play with your child and
take it in turns; that way you're
helping control the time played
and can keep an eye on what
they're experiencing.

PLAY THE GAME
YOURSELF

There's no substitute for sitting down
and playing the game yourself to learn
all about it. Fortnite s available for free
on almost anything you can imagine,
even your smartphone, so there's never
been a better time to get involved and
see what all the fuss is about. You never
know, you might even be able to impress
your children when you show them your
impressive Victory Royale tally!

] from a young age with his siblings, he hasa
hﬂmududiwo&.bmmonlummly.hwtomﬂmahandﬁn

hetps/ /www.theguardian com/games/ 2018/mar /07 fortnite-battie-royale-par de-video-gan fayer-shooter, hitps:fwww.psychguides.combehavioral-disorders/video-game-addiction/,
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Minecraft is played by millions of children around
the world, who can use their imagination to build
three-dimensional worlds with virtual building
blocks in a digital, pixelated landscape. Itis classed |
as a‘sandbox game’ which means players have the !
freedom to build their own creations with ‘blocks’
they collect and also have the opportunity to
explore other people’s creations with their
characters. Players can choose from thousands of
different‘servers’ to join, which are created by
other players, making every experience of
Minecraft unique.

‘ Minecraft has |
approximately |

users each|
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GROOMING

The majority of users who play Minecraft are
children, making it an ‘appealing’ gateway for
roomers. It has been reported that some users
ave created worlds in Minecraft to lure young
people into a conversation to ask for explicit
photos. There have even been more serious cases
in which children have been persuaded to meet

COMMUNICATING WITH
STRANGERS

There are thousands of servers to choose from
in Minecraft which are a single world or place
created by the public, allowing users to play the
game online or via a local area network with
others. No two servers are the same and each

AGE RESTRICTION &
‘FANTASY VIOLENCE’

According to the ESRB ‘Entertaining Software
Rating Board) Minecraft is suitable for users
aged 10+. Due to its ‘Fantasy Violence) the
ESRB states that the rating has been given as
‘players can engage in violent acts such as

these people in real life.

CYBERBULLYING & GRIEFING

In multiplayer mode, there is a live chat feature
which allows players to talk to other players
through text. The chat functionality includes basic

server has its own individual plug-ins which are
controlled by the creator. This means that some
servers will allow communication with
strangers.

VIRUSES & MALWARE

L

lighting animals on fire and harming animals
with weapons. Mild explosions are
occasionally heard as players use dynamite
to fend off creatures and mine the
environment.

TEEORIR
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filtering to block out external links and offensive
language being shared, but this varies between
each server. Griefing is when someone purposely
upsets another player during the game. This can
be done by ruining somebody's creation or
generally doing something to spoil gameplay for

FROM MODS

There are several websites that offer
downloadable ‘mods’ which modify gameplay
in a number of different ways. Most of the mods
will be safe to use, but as they have been

CHILDREN MAY BECOME
ADDICTED

As with other games, Minecraft is a game
where players can keep returning, with

=

constant challenges and personal goals to
achieve. Children may find it difficult to know
when to stop playing, becoming absorbed in |
the game and losing track of time. |

created by the public, they will often contain

viruses that can infect your child’s device and

potentially try and find personal information
from you or your child.

another. Essentially, ‘Griefing’ is a form of 2
cyberbullying and can be extremely frustrating for
players.
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DISABLE OR MODERATE CHAT

To avoid potentially inappropriate commentsin a
live chat, you can follow these steps to turn live
chat off: 1. Select ‘Options’ 2. Toggle the Chat
button to ‘Hidden’ or ‘Commands Only’. Bear in
mind that the chat feature is also where your child
can enter commands during the game, so this may
limit their game play.

\
R\
SETTIMELIMITS ——

With ‘Gaming Disorder’ becoming an official health
condition, we suggest setting a reasonable time limit
when playing Minecraft. Parents can use parental
controls on devices to limit the time a child is playing
games. It is worth having a conversation with your
child to understand what ‘mode’ they are playing on
the game. This may help you decide on how much
time you would like them to spend playing on it. For
example, a mini game will have an ‘end;, but this will
depend on how long the game creator has made the
game last. In ‘survival mode; the game has no end as
there is no goal to be achieved other than the child's
own e.g. after they have built something.

SCAN‘MODS’ FOR MALWARE

Minecraft ‘mods’ add content to games to give
more options to interact and change the way the
game looks and feels. But while ‘mods’ can bring

fun for a child, it’s important to consider that
downloading and installing ‘mods’ could
potentially infect their device with a virus or
malware. In 2017, security company Symantec said
that between 600,000 and 2.5 million Minecraft
players had installed dodgy apps, which hijacked
player’s devices and used them to power an
advertising botnet. Install a malware scanner on
every device that your child plays Minecraft on,
and make sure it’s up-to-date.

MONITOR YOUTUBE TUTORIALS

Many Minecraft users turn to YouTube for video
tips on improving their gameplay and discovering
new techniques. Although many videos are
age-appropriate, some include sexual references
and bad language. We suggest watching Minecraft
tutorial videos together with your child. If your
child is under the age of 13, we suggest installing
‘YouTube Kids’ which provides a safer platform for
children to find the content they want, safely.

PLAY IN‘CREATIVE’ OR
‘PEACEFUL' MODE

Even though the age limit is 10+, Minecraft can be
quite overwhelming at times, especially for
younger players or SEND children. We suggest
limiting your child to play in ‘creative mode’ or
‘peaceful mode’ which takes away the survival
element and removes the ‘scarier’ monster/zombie
characters.

i fi d ver-safety https://www.mirror.co.uk/tech/new-minecraft-game-needs-caution-11251242
f inecraft https://www.mirror.co.uk/ Juk dophil ing-onli g 1023355+
1 i ith-friends/h
play

CHOOSE SERVERS CAREFULLY

Advise your child to only enter servers with
people they know and trust to protect them from
engaging in conversation with strangers. Your
child can also create their own multi-player server
and share this with their friends to join in which is
safer and more controlled than joining a
stranger’s server.
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This is not @ definitive guide. Please always check with the app's support information fo see if
your security and privacy concerns are addressed.




. O . At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Facebook is an online social media platform that has over 2 billion users across the globe. It was initially
for university students but soon expanded out and since 2006, anyone over the age of 13 is able to join
the platform. It is available on all devices from your desktop and laptop computer to smartphones and
tablets. Users can add photos and videos, update their status, interact with others and catch up with the
latest news. Despite requiring users to be over 13, there are no age verification measures and children
can easily create an account. It’s therefore important that parents familiarise themselves with the main
features of the platform to ensure their young ones remain safe if and when they use it.

13+

W under 18, supervision of a parent
orlegal guardian required.

What parents need fo know about,

y

"> CYBERBULLYING

(@ FUTUREIMPACT &3 |

(i'q ADDICTIVE NATURE N

Facebook can be hugely addictive as it offers a physiological
high and a quick reward cycle which comes from the likes
and comments on shared posts. Communication is so instant
now that teenagers are always checking, and it can
sometimes feel like self-worth. This keeps children going
back, encouraging them to post things and also increases

Around a quarter of children have experienced online
abuse, according to Ofcoms 2019 ‘Online Nation’
report. Flgures show that 23% have been cyberbullied,
39% subj dto I and a fifth have
been trolled. On Facebook, teenagers can receive
communication in a number of ways, from private

the Fear Of Missing Out (FOMO) that is lace today.
On the flip side, because of the way teenagers interact these
days through Facebook and Facebook Messenger, they can
seem addicted even when they're not.

inM to public on
profiles, pages and posts to pages or groups set up just
to torment a victim. Exclusion from pages or groups to
cause the victim to feel left out has also been seen.

& N\

Regardless of age, anything that’s posted on
Facebook, or other social media platforms,
develops a personal brand and leaves a digital
footprint that is there forever. It can be
dlfﬁcult to explain the consequences but many

(and ployers) look at Faceb
before making a d on ing people. €
Itis therefore wise to always think twice
before posting anything online you wouldn’t
want people to hear or see offline.

((?) STRANGERS/FAKE PROFILES

(« OVERSHARING

(@ INAPPROPRIATE ADS

Generally, people are who they
say they are online. That said,
much like the real world,
Facebook isn’t free of malicious
users and children have
received friend requests from
people they don't know,
including individuals who may
look to take advantage of young
and impressionable children.

People you may know

&

Facebook encourages you to share
“what’s on your mind” but children
need to be aware of what they're
revealing about themselves online.
Facebook allows users to share their
location, create live videos and
much more. Some photos can be
traced using file data, too, so it's
important to keep a tight group and
share only with people you know.

While Facebook is getting
ever stricter on the content of
ads and who they are
targeted to, there is still the
chance that children could be
subject to ads during their
experience on the platform.
This could be innocuous but is
worth bearing in mind when
\using the app.
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Hide ad

never see this ad again

(Y] Report ad

Tell us about a problem

(i) Why this ad?

= LIVE STREAMING

v More options

(@ PRIVATE MESSAGING @~

Facebook Live provides users with the ability to stream video
live-time to their friends and followers or watch other people’s
broadcasts live. During the video, people can react and comment
and it’s difficult to moderate the content given everything
happens in real-time. This could mean your child is exposed to
inappropriate material or worse still, could be cajoled into doing
something online by others which they wouldn’t normally do.

\0® 42 people watching

Facebook Messenger is closely linked to your
Facebook profile and provides the ability to share
private messages away from friends and family. It is
therefore important that parents ask their children
who they are communicating with and ensure that
the only people they are exchanging messages with
are people that they also know in real life.

National

Online

Safety’
#WakeUpWednesday

Q MAKE PROFILES PRIVATE

Within the settings of a Facebook

account, you can choose whether a

profile is public or private. Make sure n
that your child’s setting is switched to

private. This way they will only be able

to interact with friends and people '
they know within the platform.

© REPORT VIOLATIONS

g:::l‘emz:‘:;i:”e to hide Report this post

things that are harmful. Maka N ndiripciien-ladatis
sureyou spend sometimeto
show your children how this
works and why it’s important to — eme- | —
do so before they start spending

serious time on the platform. -_) (=) (=

Cafely Tips for [arents

Show your children how and
why you use Facebook. This will
help to demonstrate that it can
be used safely when usedinan
appropriate manner and help
to reduce the risk of them
encountering harmful content.

x | Aswithanything, thereare

potential risks and dangers on
Facebook but once you've talked
about the ideas of safety on the
platform, give children some
space, Trust them to make smart
choices butalways be open to
talking about social media.

Mee{ our experf

Alex Wright is a former Facebook employee and social
media expert with over 15 years’ experience working
in digital media. He has worked wnlgsome of the
biggest organisations in the world and has a wealth of
knowledge in understanding how social media
platforms work and how they engage their audience.
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) SHARE DEVICES

Depending on the age of your children, it’s
worth considering letting them use
Facebook from a general family iPad or
laptop. This allows them to use it without
being constantly connected everywhere
they go and may give you more reassurance
around what they are doing on the app.

Once they've had some time to
use the platform, don't be afraid
to check in and see if there's
anything on Facebook they'd
like to discuss. This Isn't always
easy but being open with your
children is the best way to deal
with any issues head on.

Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 29.01.2020




